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Ricardo and Roke assess rolling stock 
digital resilience with Bombardier 
 
International rolling stock manufacturer Bombardier 

Transportation has appointed the Ricardo-Roke team to 

implement a new approach for managing digital risk in connected 

transport systems – focusing on its AVENTRA platform 

  

Ricardo plc, in partnership with Roke Manor Research Ltd, a leading UK innovator in 

cyber security, autonomy and communications, is working with Bombardier’s in-house 

teams to produce a full appraisal of the AVENTRA vehicle’s digital security risk 

profile, starting from the perspective of the priorities of Bombardier customers.  

  

The AVENTRA is an electrical multiple unit train that was introduced to the UK 

network in 2017. It will become increasingly familiar to the country’s commuters over 

the next two years as it is added to fleets serving the south west, eastern and the 

west midlands regions. 

 

To provide confidence that the vehicle can provide the highest standards of security 

against current and emerging threats, Bombardier asked the Ricardo-Roke team to 

undertake an in-depth assessment of the AVENTRA’s exposure to a range of 

possible threats – from espionage to remote hacking – and evaluate the potential 

impact on its operation. 

  

Doug Blanc, Ricardo Rail head of digital railway explains: “Unlike traditional enterprise 

security assessments, the Ricardo–Roke approach focuses squarely around the 

unique characteristics and priorities of day-to-day rail operations, such as the 
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importance of maintaining a safe and open environment for passengers whilst 

ensuring minimum disruption to the network.” 

  

The assessment blends Roke’s cyber expertise honed from many years’ of supporting 

critical national infrastructure and government organisations, with Ricardo’s domain 

knowledge of rail operations, rolling stock design, systems engineering and 

passenger interactions. 

 

Dr Andrew Rogoyski, innovation director for Roke: “Transport systems are set to be 

the next big challenge in cyber security.  Connecting trains, vehicles and ships via the 

internet has the potential to post significant ‘life and death’ safety implications. This 

work is therefore a landmark development, as a major train manufacturer seeks to 

integrate cyber security assessments into their design and testing processes, keeping 

passengers safe, while delivering next generation train systems.” 

  

To deliver the findings, the team will benchmark against current industry standards 

and national legislation. This includes the Network and Information Systems Directive 

(NIS Regulations), as well as well-defined practices from sources such as National 

Institute of Standards and Technology, Certified Information Systems Security 

Professional, and previous vulnerability and risk reviews conducted by Roke for the 

UK Ministry of Defence. 

  

Once the investigations are concluded, the team will provide Bombardier with a 

detailed risk-based assessment of the AVENTRA platform, accompanied by 

recommendations that identify vulnerabilities and mitigates risk in an appropriate way, 

incorporated into Bombardier’s existing risk management practices. This assessment 

will provide Bombardier customers with a significant evidence base with which to 

demonstrate compliance to the NIS cyber assessment framework. 

 

For more information on the digital resilience partnership between Ricardo and Roke, 

visit: https://digitalresilience.info/  

 

Ends  
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NOTES TO EDITORS: 
 
About the partnership: The Ricardo and Roke partnership began in 2017 when the companies 
joined forces to provide a ‘one stop shop’ in designing cyber secure systems and infrastructure 
for the transport sector. This unique collaboration is built upon the twin foundations of Ricardo’s 
position as a global leader in technology and innovation throughout the transportation and 
mobility sectors, combined with Roke’s 60 plus years of experience in cyber security and 
communications for government and commercial clients. For more information, visit: 
https://digitalresilience.info/  
 
Ricardo plc is a global, world-class, multi-industry consultancy for engineering, technology, 
project innovation and strategy. Our people are committed to providing outstanding value 
through quality engineering solutions focused on high efficiency, low emission, class-leading 
product innovation and robust strategic implementation. With a century of delivering excellence 
and value through technology, our client list includes the world's major transportation original 
equipment manufacturers, supply chain organizations, energy companies, financial institutions 
and governments. Guided by our corporate values of respect, integrity, creativity & innovation 
and passion, we enable our customers to achieve sustainable growth and commercial success. 
Ricardo is listed in the FTSE4Good Index, which identifies global companies that demonstrate 
strong environmental, social and governance (ESG) practices. For more information, visit 
www.ricardo.com. 
 
Ricardo Rail is the rail consultancy and assurance business of Ricardo. It provides expert 
independent assurance and consultancy services to help clients navigate the industry’s 
operational, commercial and regulatory demands. Ricardo Rail has an international reach and 
presence through a network of 17 regional offices across Europe, Asia and the Middle East, 
with a team of over 500 rail engineers and specialists. Further information is available at 
http://rail.ricardo.com/.  
 
Roke is a leading UK innovator in science and engineering. We blend world-class expertise in 
communications and connectivity, autonomy and AI, data science and analytics and cyber 
security for government and high-value engineering companies. Securing connected systems is 
what Roke does best and our unique understanding of these challenges allows us to bring the 
most up-to-date and relevant insight into any market striving to get to grips with the fast-moving 
field of cyber security. Trusted by clients for over 60 years, our head office is based in Romsey 
and we are part of the Chemring Group. For more information, visit www.roke.co.uk.     
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